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Forensic DataBase |uu trir tat ca cac su kién “raw”, dua trén dé hé théng phat hién cac incident.
Vi du: phién ban gbc clia email, tin nhan trong Telegram, tin nhan thoai trong WhatsApp, tai liéu
duogc tai lén cloud, v.v. D{ liéu dugc luu trlr khdng gidi han thoi gian va khong phu thudc vao viéc
c6 phat hién vi pham security policies hay khdng. Forensic DataBase cho phép tim kiém thong
tin dua trén nodi dung, déng thdi cung cap kha nang ap dung cac security policies (chinh sach
bao mat) doi vai kho luu trlr thdong tin giao tiép.

M365 la tich hop véi Microsoft 365 thong qua APl doc quyén. Dai véi DLP va Risk Monitor (RM),
tinh nang nay cho phép bao vé cac hoat dong trao déi thong tin (tép dinh kem, chat, ndi dung
van ban) trong Teams Online va Exchange Online, bat k& ngudi dung truy cap nén tang Microsoft
365 thong qua trinh duyét web hay Ung dung desktop. Doi vdi FileAuditor (FA), viéc tich hop nay
cho phép phan loai moi di liéu dugc ngudi dung tai Ién hoac xur ly trong hé théng..

MailController — collection, categorization and quarantine of emails. Protects corporate and
public email (gmail etc.). Protects email clients with classical protocols (IMAP, MAPI, SMTP’s) and
email in browser.

IMController — thu thap, phan loai va chan cac tin nhan, cudc goi va tép dugc truyén qua cac
phan mém nhan tin doanh nghiép va phan mém nhan tin cong céng, bao gém WhatsApp va
Telegram.

DeviceController — thu thap, phan loai, chan va dp dung mé hoa bat budc ddéi véi cac tép dugc
truyén qua cac cong input/output trén cac thiét bi luu trir di liéu.

CloudController — thu thap, phan loai va chan cac tép dugc truyén dén cac dich vu cloud hodc
phan mém cong tac (vi du: Zoom).

HttpController — thu thap, phan loai va chan bat ky luu lugng trinh duyét nao chua dugc cac
controller khac ghi nhan.

FtpController — thu thap, phan loai va chan luu lugng FTP.
PrintController — thu thap, phan loai va chan cac tép dugc gui dé in.

MonitorController + Keylogger — tao screenshot va ghi lai man hinh nguoi dung, chup anh hodc
quay video qua webcam, kiém tra thao tac nhap tlr ban phim. Phat hién viéc chup anh man hinh
bang thiét bi bén ngoai va dam bao nhan dién sinh trac hoc cla nhan vién théng qua khudn mat.

Watermarks on screenshots — hién thi thong tin trén man hinh dé bdo vé chdng lai viéc chup
screenshot hodc chup anh man hinh.

MicrophoneController — thuc hién ghi am tlr microphone clia PC véi qua trinh chuyén doi va
nhan dang &m thanh thanh van ban theo thai gian thuc.

ProgramController — danh gia thai gian lam viéc trong cac chuong trinh va trinh duyét. Phan tich
nang suat lam viéc va ho trg diéu hudng hoat ddong clia ngudi dung trong cac cudc diéu tra ndi bo.

Data Classification — phan loai tép dua trén ndi dung ddi véi cac tép luu tri trén PC, trong LAN
va trong hé quan tri co s& dir liéu. Hé thdng gan cac nhan dac biét cé thé duogc stir dung cho muc
dich kiém tra (audit) clng nhu lam tiéu chi dé chan quyén truy cép vao tép.

File activity monitoring — ghi nhat ky hoat déng cua céc thao tac vdi tép cuc bd va tép trén
mang, hoat dong & cap driver va khéng yéu cau kich hoat cac log tich hgp trong hé diéu hanh.

File access rights audit — ki€m tra cac quyén truy cap hién tai va phat hién cac truong hop
thay d6i quyén truy cap doi véi cac doi tuong trong hé théng tép cuc bd va hé théng tép mang.

Watermarks in files - a thém van ban hodc ky hiéu vao tai liéu cu thé dé danh dau murc dé bao
mat cula tai liéu.



