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@ Searchinform FileAuditor

Lugng d liéu ma mét doanh nghiép thdng thudng luu
trf 1a rat I&n, va mét phan trong dé chita cac thong tin i DU LIEU QUAN TRONG LUON
mat nhu di liéu ca nhan, dif liéu tai chinh, ban vé ky SAN SANG TRONG TAM TAY
thuat va nhiéu loai dit liéu khac. M&i nhom di liéu nhay 5 A N

cam phai dugc luu tr, xr ly va chia sé theo dung cac LB,J,AO f:F TRONG MO

quy dinh lién quan. NG

Nén tang Searchinform cung cap CO CHE BAO VE DA TANG toan dién trudc cac méi de doa
an toan théng tin.

CAc cAp PO BAO MAT THONG TIN dugc bao phu bdi cac san pham ctia Searchinform:

CAP PO THU NHAT > CAP PO THU HAI > CAP PO THU BA

Bao vé hé théng tép, Hé thong DLP dam bao Risk Monitor cung cap
dudc trién khai véi su hd bao vé g cap do may giai phap toan dién cho
trg cla FileAuditor (cong tram, cac kénh dif lieu va viéc quan ly rui ro va bao
cu DCAP). cac ruiro lién quan dén vé dit liéu.

yéu té con ngudi.

Cac hé théng dugc tich hap lién mach, hoat déng trén mét nén tang cong nghé théng nhat va cé thé
dugc trién khai chi trong vai gid.

DU LIEU QUAN TRONG LUON TRONG TAM KIEM SOAT

Searchinform FileAuditor la gidi phap DCAP (Data-Centric Audit and Protection) dugc thiét k& dé kiém
toan tu déng cac hé thong luu trlr thdng tin. Hé thdng gitip phat hién céac vi pham quyén truy cap va
theo doi cac thay déi déi véi dit liéu quan trong.

Dudi day la cach FileAuditor giai quyét bai toan giam sat an ninh déi vai dir liéu quan trong:

Phan loai dr liéu nhay cam Ki€ém toan quyén truy cap

Phat hién cac tép trong ludng tai liéu Kiém soat quyén truy cap vao di liéu (toan quyén,
c6 chlta théng tin quan trong va gan chinh stra, ghi, doc, v.v.). Theo ddi cac nhan vién
nhan dac biét cho tling tép, cho biét c6 quyén truy cap trai phép vao d liéu. Phat hién
loai thong tin ma tép dé chia, chang cac tép chura thdong tin mat dugc luu trr vi pham
han nhu: dr liéu ca nhan, bi mat cac quy dinh bao mat da thiét 1ap (trong cac khu
thuong mai, s6 thé tin dung, v.v. vyc cdng khai, thu muc mang chia sé, may tinh cta

nhan vién, v.v.).



Luu tr(r tai lieu quan trong Giam sat va chan cac hanh dong clia ngudi dung
Tao céac ban sao du phong (shadow copy) Kiém toan cac thao tac clia ngudi dung déi véi hé
clia cac tép quan trong dugc tim thay trén thong tép. BO phan an toan thong tin CNTT ludn
may tinh, may chd hodc trong cac thu muc nam duagc thdng tin cap nhat vé vong ddi cla tép
mang, dong thai ghi lai lich st cac thay (tao, chinh sura, truyén tai, xda, v.v.). Hé théng co

déi déi véi chang. Kho luu trir i liéu mat thé& chan quyén truy cap vao tép va ngan chan viéc
ho trg diéu tra su ¢ va dam bao kha nang truyén tép thong qua bét ky Uing dung nao.

khoi phuc thong tin bi mat.

Ché dé hoat déng: giam sat hoat dong cua tép

SEARCHINFORM FILEAUDITOR HOAT
DONG NHU THE NAQO?

Cac hoat déng va
Tép dugc kiém tra Ung dung lién quan
theo cac quy tac dén cac tép da sé dugc sao chép
Hé théng phéan loai va dugc dugc gan nhan cé vao kho luu trit
quét tép. gan nhan dic biét. thé bi chan. an toan.

Khi can thiét, tép

Moi thao tac déi
vdi tép va thu
muc déu dugc
ghi nhat ky.

Quyén truy cap
déi vai tép va thu
muc dugc doc va
kiém tra.

Trong cac lan quét
ti€p theo, chi nhitng
tép mdi hodc da
dudgc chinh slra méi
dugc kiém tra.

Thong tin thu thap dugc sé dugc luu trif trong ¢d s& di liéu; cac tai liéu quan trong
van co thé truy cap dugc ngay ca khi ching da bi x6a khoi may tinh clia ngudi dung.

Searchinform FileAuditor ..



--------------------------- Searchinform FileAuditor

PHAN TICH DU LIEU

M&-dun phan tich cua FileAuditor truc quan hda két qua quét hé théng tép dua trén cac quy tac dugc
thiét 1ap san. Cac thiét 1ap quy tac hd trg nhiéu loai tim ki€ém khac nhau. Két qua c6 thé dugc hién thi
dudi dang cac bao cdo truc quan (vi du: ngudn di liéu, quyén truy cép, 16i) hodc dudi dang céu tric cay.

Hé théng hién thi:

Cau trdc cay thu muc thé hién quyén S6 lugng tai liéu quan trong trén mot
truy cap clia ngudi dung déi vdi ting 6 dia hodc trong mét thu muc

thu muc hoac té
’ ictep Nhan phan loai tép, vi du: NDA, d liéu

Céc thao tac doéi vdi cac tép quan trong, ca nhan, bao cao tai chinh
bao gdbm thai diém tao va chinh sira

Thong béo vi pham chinh sach cé thé dugc cau hinh trong AlertCenter. Vi du, néu FileAuditor phat hién
mot tép nhay cam trén may tinh clia ngudi dung ma khéng cd quyén truy cap phu hgp, can bo phu
trach quan ly rui ro sé tu déng nhan dudgc thong bao qua email.

AlertCenter

Thong tin dugc thu thap bdi cac agent va mo-dun quét mang dugc luu trlf trong ¢ s& di liéu chay trén
Microsoft SQL Server hoac PostgreSQL, trong khi cac ban sao cla cac tép quan trong dugc luu gilr trong
kho Iuu tri. Biéu nay dam bao rang cac tai liéu van c6 thé truy cap dudc ngay ca sau khi da bi xoa.



BAO VE DU LIEU

Cd ché chan dua trén ndi dung gilp ngan chan cac thao tac déi véi tép quan trong, bao gébm cac
hanh déng trai phép ddi vdi tai liéu trong nhiéu ing dung khéac nhau, cac hoat déng truyén tai dang

ngd hodc truy cap bdi ngusi dung khong dugc Gy quyén.

Cac quy tac chan dugc ap dung cho ca cac tép dudc gan nhan tu déng va cac tép dugc phan loai
thd cong. Hé théng gan nhan duya trén loai théng tin, chang han nhu bi mat thuang mai, théng tin

ca nhan hoac hgp dong.

Cac quyén va han ché truy cap dugc cdu hinh dua trén phan loai thong tin, xac dinh nhitng nguai
dung, thiét bj va iing dung nao dugc phép tuang tac vai cac nhém tép cu thé.

Cdu hinh cdc quy tdc chdn theo nhdn trong Searchinform FileAuditor

FileAuditor cho phép chan truy cap vao tép théng qua béat ky Uing dung nao, bat ké phién ban, loai
hay nguodn géc clia Ung dung. Cac han ché dugc thuc thi & cdp dd hé théng tép, nai hé théng kiém
soéat viéc Ung dung cé dudc phép hay bi tir chéi quyén doc dit liéu. Diéu nay cho phép kiém soat
viéc doc, chinh sira va chuyén tiép cac tai liéu chira théng tin mat, déng thai cho phép cdu hinh cac

thiét 1ap truy cap tép khac.

UU DIEM

Tich hgp lién mach giai phap DCAP vao
chdc ndng cla hé théng DLP.

Kiém soat tai ciia may tinh va tiét kiém bo
nhG — viéc gidm sat cé thé duagc 1én lich
hoac kich hoat theo cac su kién hay diéu kién
cu thé; hé théng cé thé chi luu tr cac tai liéu
nhay cdm va cd ché loai bd trung 13p gitp
tiét kiem dung lugng luu trd.

Kha nang trién khai trén nén tang dam
may — phan mém co6 thé dugc trién khai
trén cloud, cho phép cac doanh nghiép
khong c6 ha tang CNTT riéng van co thé
st dung hé théng.

Thiét 1ap quy tac linh hoat gitp chuyén gia
tranh cac tac vu khong can thiét va tap trung
vao viéc giam sat dif liéu quan trong.

Theo dai thay déi tép theo thai gian thuc —
hé théng luu lai mot s6 phién ban tép nhat
dinh dé ho trg diéu tra ndi bo.

Bao vé tép chli dong — hé thdng cé thé
chan truy cap vao tai liéu dé ngan chan cac
chinh stra hoac truyén tai trai phép.

SearchInform FileAuditor e
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@ Searchinform DLP

Bao vé doanh nghiép khoi cac ro ri théng tin mat va kiém soat dif liéu dang truyén tai (data in motion).

Hé théng giam sat cac kénh truyén dit liéu pho bién, phan tich néi dung, phat hién va ngan chan cac vi
pham, dong thdi cung cap bao cao cho bé phan phu trach.

SEARCHINFORM CUNG CAP GIAI PHAP BAQ
VE TIN CAY CHO DU LIEU DANG TRUYEN TAI

Bao vé dir liéu doanh nghiép cia ban va tan dung cac tinh nang sau:

= Kiém soat cac kénh truyén di liéu chinh = Luu trf chi tiét cac su c6 dé phuc vu kiém
dugc st dung trong hoat déng kinh toan va diéu tra toan dién;
doanh; . . e as
= Cac tuy chon trién khai bao gom cai dat
= Cac cong cu phan tich nang cao, bao gom tai chd (on-premises) hodc trién khai
OCR, Similar Content Search va Image trén dam may, vdéi kha nang tich hgp vdi
Search; Microsoft 365.
@ — @ — ©
Giam sat cac kénh truyén di Kiém soat cac cong cu Tu déng kiém tra dit liéu
liéu dugc st dung phd bién truy cap tu xa va cong cu theo cac chinh sach bao

trong doanh nghiép. hién thi man hinh. mat dugc cau hinh san.

0 — O — (4

Tao kho luu tri su ¢ v3i nhat Canh béo cac hoat déng Théng bao cho can b an
ky chi tiét vé cac hanh dong dang ngd va cac bat toan thong tin va ngan chan
cla ngudi dung. thudng trong mang. viéc truyén dir liéu mat khi

phat hién sy ¢ tiém an.
Tuan tha day da cac yéu cau phap ly va quy dinh
@ Giai phap gitp dam bao viéc tuan thu dugc duy tri nhat quan
trong toan bo t& chic.
Bao vé dir liéu toan dién va ngan ngira cac moi de doa
)  Searchinform DLP phat hién va phan tich cac 16 héng trong qué trinh

truyén di liéu, déng thdi st dung cac cdng cu phan tich nang cao dé
tuang quan va nhan dién cac méi de doa.

@ Bao vé dir liéu doanh nghiép 24/7
Gidi phap bao vé théng tin cia doanh nghiép bat ké nhan

vién cua ban dang lam viéc & dau.



CHINH SACH BAO MAT

Hé théng cung cap han 250 chinh sach bdo méat dung sén, bao gdm cac chinh sach chung va cac chinh
sach danh riéng cho timg nganh. Ngoai ra, ngudi dung cling c6 thé tao cac chinh sach bao mat tuy chinh.

Chinh sdch bdo mdt trong AlertCenter

UU DIEM

= Giai phap c6 kha nang bao vé tot nhat trén thi trudng DLP hién tai, cung cdp cd ché ngan
chan ro ri dit liéu dya trén néi dung théng qua tin nhan va tép trong cac ing dung nhan tin, email,
dich vu ddm may, truy cap desktop tu xa, duyét web, in 4n va cac thiét bi luu trir di dong.

= HO trg cac may tram chay Windows/Linux/Mac, may chi DLP cho Windows va Linux, ¢ s& dit
liéu MS SQL Server va PostgreSQL, dugc t6i uu hda cho viéc luu trlr va phan tich dr liéu.

=  Cac cdng nghé phan tich tién tién hang dau trén thi truéng, bao gdbm cac mau phén tich
truyén théng (han 430 mau ¢ san theo mac dinh), cac thuat toan thong minh, hoc may va phan
tich hanh vi.

»  Giai phap khéng chi cé kha nang thuc hién chin (blocking), ma con c6 thé x{ ly dir liéu nhu
ma hoda, cach ly (quarantine) hoac tra lai email cho ngugi dung.

= DLP cung cap quyén truy cap vao cong nghé profiling tu déng, cho phép danh gia cac rdi ro
lién quan dén yéu t6 con ngudi va ho trg dua ra cac quyét dinh quan ly phu hop.

Searchinform DLP e
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O Searchinform Risk Monitor

Searchinform cung cap phuang phap ti€p can toan dién déi véi giam sat néi bé bang cach ma réng giai
phap DLP va két hgp hai khai niém manh mé: ngan ngtra su ¢6 va giam thiéu cac méi de doa néi bo.

Risk Monitor bao vé doanh nghiép khoi cac tén that vé tai chinh va uy tin do cac méi de doa tir bén
trong gay ra.

‘ GIAl PHAP SEARCHINFORM TRIEN KHAI TAI CHO
@ VA TREN DAM MAY

Doanh nghiép khéng can phai lua chon gitta bao mat, kha nang st dung va chi phi vi giai phap co thé
dugc trién khai trén nén tang ddm may. Khéng can phan cling chuyén dung: Risk Monitor thu thap, x{ ly
va luu trr dit liéu trong méi trudng do. M6 hinh trién khai nay phu hgp véi cac doanh nghiép khéng cé
ha tang CNTT riéng, cé van phong tai nhiéu thanh phé va cé s6 lugng I16n nhan vién lam viéc tU xa.

NEN TANG QUAN LY RUI RO TOAN DIEN
SU DUNG MOT AGENT DUY NHAT

Bao mat lay nguGi dung lam trung tam

© Gilp nang cao nang suét lam viéc @ Hb trg quan ly mic dé gan két va trung
cla nhan vién thanh cda ddi ng
& Bao vé doanh nghiép trudc cac rui ro lién © Kiém soat yéu t8 con ngudi

quan dén nhan su va dy doan cac mé hinh
hanh vi ca nhan vién

Ho trg tuan tha
© Gidi quyét cac yéu cau tuan thi quy dinh

© Thuc hién phéan tich phap ching sé va diéu tra hoi clu

Bao mat lay dir liéu lam trung tam
© Giadm thiéu rdi ro ro ri dir liéu

) B&o vé cac dit liéu nhay cam nhat trén cac thiét bi cia doanh nghiép



GIAI PHAP MO RONG

Camera
Controller

Microphone
Controller

= Phat hién cac su cd ndi bd cd chu dich lién = Kiém soat yéu t6 con ngudi va du doan cac
quan dén gian lan va truc Igi trong doanh rdi ro lién quan dén nhan sy
nghiép . o . )
= Hoat dong nhu mét hé thong canh bao
= HO trd tuan thu cac quy dinh phép ly va ho sé&m, phat hién cac moi de doa tiém an
trg qua trinh diéu tra hodc cac diéu kién c6 thé dan dén vi pham
va canh bao vé cac rui ro co thé xay ra
Risk Monitor cung cdp bd cdng cu manh mé va tu déng hda dé giam sat nhan vién, danh gia rui ro
va thuc hién kiém toan néi bé. Giai phap dam bao rang cac chinh sach ctia doanh nghiép tuan tha
cac quy dinh lién quan va gilp danh gid muiic do phu hgp cua cac bién phap bdo mat vdi cac tiéu
chuén mdi nhat clia nganh.
Gidi phap dugc xay dung dua trén khung quan ly rui ro, gitp phat hién gian lan trong doanh nghiép
va ngan nglfa cac ton that tai chinh.
Thu thap thong tin chi tiét vé cac hoat Bao vé doanh nghiép trudc céc rui ro
@ déng clia ngudi dung dé tai dung @ lién quan dén nhan su va du doan cac
tung budc mot vy vi pham mo& hinh hanh vi ciia nhan vién
Tao kho luu trlr cac thdng tin bi chan /| Gilp ndng cao nang sudt lam viéc cta
hodc thu thap dugc, gilp ho trg tuan = nhanvién va ho trg quan ly miic do
thi quy dinh va tang cudng cac chinh gan két ctia doi ngi
sach bao mat nham giam thiéu rdi ro
@ Canh bao vé cac méi de doa tiém an trudc khi sy ¢d xay ra, qua do thic day van
\lj hoéa an ninh trong doanh nghiép va nang cao nhan thic vé cac méi de doa néi bod
THU THAP DU LIEU
. 0 Controller Controller
Cloud Print
Controller Controller
Giai phap Searchinform dam bao
bao vé tat ca cac kénh dir liéu M
> Py e~ Controller
dugc st dung pho bién.
HTTP
Controller
Device Monitor
Controller Controller
FTP Keylogger

Controller
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------------------ Searchlnform Risk Monitor

E-mail

Thu thap, phan loai va cach ly email. Bao
vé email doanh nghiép va email cong
codng (Gmail, v.v.). HO trg kiém soat email
théng qua cac giao thiic chuan cla Ung
dung email (IMAP, MAPI, SMTP) cling
nhu email truy cap qua trinh duyét.

L_] Monitor+Keylogger

Chyp anh man hinh va ghi lai hoat dong
trén man hinh cta ngudi dung, bao gom
hoat déng clia phan mém. C6 thé chup anh
hodc quay video qua webcam, ghi lai thao
tac ban phim, phat hién cac nd lyc chup anh
man hinh bang thiét bi bén ngoai va ho trg
nhan dién sinh trac hoc nguai dung théng
qua nhan dién khuén mat.

() IM (Instant Messaging)

Thu thap, phan loai va chan tin nhan,
cudc goi va tép dugc truyén qua cac nén
tang nhan tin doanh nghiép va coéng
cong, bao gom WhatsApp va Telegram.

Thiét bi két néi

Thu thap, phan loai, chan va ap dung
ma héa bat budc déi véi cac tép dugc
truyén qua cac céng vao/ra cua thiét bi
luu trlr AT liéu.

Phan mém

Theo déi thdi gian sir dung cac Ung dung
va trinh duyét, danh gia nang suat lam
viéc va phan tich hoat déng clia ngudi
dung trong qua trinh diéu tra ndi bo.

=) Dich vu dam may
==

Thu thap, phan loai va chan cac tép
dudc truyén téi cac dich vu dam may
hodc phan mém céng tac (vi du: Zoom).

@ Microphone

Am thanh dugc ty dong chuyén thanh
van ban va phan tich b&i hé théng dé
phat hién cac vi pham tiém an déi vai
chinh sach bao mat.

@ HTTP

Thu thap, phan loai va chan moi luu
luong truy cap trinh duyét khéng dugc
cac b6 ki€ém soat khac ghi nhan.

FTP

Thu thap, phan loai va chan luu
lugng FTP.

[;j In an

Thu thap, phan loai va chan cac tép
dugc gui di dé in.



TRUNG TAM DIEU KHIEN

DataCenter

Quan ly cac chi muc va cc s& dit liéu cta hé thdng, giam sat trang thai hoat dong va dam bao
két ndi vai cac hé thdng bén thir ba nhu Active Directory, SOC va may chd thu gui di. Quyén
truy cap clia ngudi dung dugc quan ly tur DataCenter.

AlertCenter

Day la "trung tam diéu phoi” cla hé théng, nai cac chinh séch bao mat dugc thiét 1ap. Hé théng
bao gdbm han 250 chinh sach bao méat dugc cdu hinh sdn c6 thé chinh stra. Giai phap cho phép tao
cac chinh sach tly chinh dé kiém tra va chan di liéu thu thap dugc, cdu hinh lich kiém tra va gui
thong bao.

Cac chuyén gia an toan théng tin c6 thé xem bao cao su ¢ trong bang diéu khién AlertCenter trén
may tram ca minh hodc théng qua giao dién web co thé truy cap tUr may tinh xach tay, may tinh
bang hodc dién thoai thong minh.

AnalyticConsole

AnalyticConsole dugc st dung dé phan tich dir liéu thu thap dugc va giam sat hoat déng clia ngudi
dung. Céng cu cung cap nhiéu thuat toan tim kiém va cac mau bao cio dung san dé cac chuyén
gia s dung.

T&t ca cac chiic nang clia AlertCenter va AnalyticConsole déu co thé truy cap théng qua giao dién
web. Nh& do, cac chuyén gia bao mat cé thé nhanh chong phan Ung véi cac canh bao va thuc hién
cac bién phap kip thai déi véi cac méi de doa tiém an.

Mé-dun tim kiém trong bdng diéu khién web cta Searchinform Risk Monitor

13
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--------------------------- Searchinform Risk Monitor

KHA NANG PHAN TiCH

D€ nang cao hiéu qua cdng viéc, cac chuyén gia an toan thong tin can kha nang kiém soéat toan dién trén
tat ca cac kénh truyén thong, cling nhu cac chiic ndng nang cao dé tim kiém va phan tich di liéu thu thap
dudc. M6-dun phan tich manh mé, nhiéu tuy chon tim kiém cung vdi phan tich tu déng déi véi néi dung
dd hoa va am thanh cho phép chi mét chuyén gia cé thé gidm sat hoat doéng clia hang nghin nhan vién.

Phan tich van ban

Céc cong nghé tim kiém tién tién nhu Similar Content Search va Complex Queries cho phép
phan tich chuyén sau cac tin nhan van ban va tai liéu. Vi dy, thuat toan Similar Content Search
c6 thé phat hién cac tai liéu mat ngay ca khi ching da bi chinh sifa. Thuat toan nay tim kiém
cac tép co ndi dung tuang dong vé mat nglr nghia vdi truy van, thay vi chi khdp ky thuat don
thuan. Cac truy van phuic hgp két hgp nhiéu thuat toan tim kiém, lién két cac truy van dan gian
bang cac toan t logic nhu AND, OR va NOT.

Cao *t
Truy van phic hgp
(Complex queries)

Tim kiém noi dung
tuong dong (Similar

c content search)

Q

= e ) )

Tim kiém bang Tim kiém theo dau | Tim kigém th

£ biéu thifc chinh | van tay s6 (digital | 'van thong ke

© quy fingerprints)

(on

@

T Tim kiém theo Tim kiém theo

cum tu tir dién
Tim kiém theo Tim kiém theo
tir khoa thudc tinh
Thap Mtc dé khdp ngir nghia gitta két qua va truy van tim kiém Cao
Phan tich néi dung hinh anh
i dung

Hé théng xac dinh cac loai hinh anh dugc luu chuyén trong doanh nghiép nhu tép PDF, anh
hodc ban quét, va phan loai cac tép hinh anh tuaong ng. B4 phan loai ndi bod nhan dién cac
tai liéu phu hgp véi cdc mau dinh san nhu hé chiéu, thé ngan hang, gidy phép lai xe, v.v. Cong
nghé nay cho phép hé thdng phat hién di liéu ca nhan, dif liéu tai chinh va cac loai di liéu
nhay cam khac trong kho luu trt, ngay ca khi chiing dugc truyén dudi dang tai liéu quét.

Phan tich am thanh

Giai phap Searchinform chuyén déi cac ban ghi &m thanh van ban va kiém tra xem ban ghi

c6 tuan thu céc chinh sach bdo mat hay khong. Hé théng cling cé tuy chon tu déng bat ghi
am khi phat hién giong néi hodc khi cac tién trinh hay chuang trinh nhat dinh - dugc cau hinh
trong hé théng - dugc khdi chay.



BAO CAO & PHAN TiCH HANH VI NGUGI DUNG
VA THUC THE (UEBA)

Risk Monitor truc quan hoéa tat ca cac sy kién va két néi trong doanh nghiép dudi dang béao céo, c6
thé truy cap théng qua AnalyticConsole va giao dién web. Theo méc dinh, hé théng cung cdp han 30
mau bao cdo tiéu chuan. Trinh tao bao céo cho phép tao cac bao cdo tuy chinh ma khéng bi gidi han
vé tiéu chi.

Bao cao phan mém va phan cirng

Gidi phap ghi nhan moi thay déi déi véi phan cling da cai dat va cac thiét bi dugc két ndi, hé trg quan

ly tai san va ngan chan tinh trang méat cap hodac thay thé thiét bj trai phép. Risk Monitor cling béo céo
cac hoat déng cai dat va g& cai dat phan mém.

Bdo cdo phdn mém va phdn cung

PIEU TRA VA KIEM SOAT

Phat hién ro ri khi dir liéu bi trich xuat thong qua anh chup man hinh hoac anh chup
man hinh may tinh

Viéc xac dinh nguoén ro ri khi ngudi dung
chup anh man hinh hoac chup anh man hinh
may tinh la rat kho. Cong cu watermark cla
Searchinform Risk Monitor giadi quyét van
dé nay. Bang cach phan tich anh chup man
hinh hoac anh chup man hinh ciia mét may
tram dudgc bao vé dugc tim thay tir nguén
bén ngoai, chuyén gia an toan thong tin cé
thé dé dang xac dinh ngudn géc clia viéc ro
ri dit liéu thong qua cac watermark hién thi.
Watermark chifa thong tin vé may tinh va
nhan vién dang st dung may dé.

Watermark ducgc chen bdi Searchinform Risk Monitor
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H6 sc ngudi dung

User Card tap hgp mét "hoé sa” cho tiing nhan vién, tu dong bao gém tat ca cac su ¢ ma ho o lién
quan. User Card chlfa cac bao cdo ca nhan, thdng tin ca nhan cta nhan vién, lich str cdng viéc va cac
théng tin lién quan khac.

H& so nguai dang

Quan ly diéu tra

Task Manager gilp cac chuyén gia an toan thong tin phdi hgp va quan ly cac nhiém vu lién quan dén
bado mat. Céng cu nay cho phép phan céng nhiém vy, theo doi tién dé diéu tra va tao bao cao két qua,
bao gém viéc chuyén cac bao cao nay dén SOC (Security Operations Center).

Cbéng cu quan ly tdc vu



Cac tinh nang phan tich doc dao khong c6 trong cac cong cu khac

Risk Monitor cung cap nhiéu tinh nang phan tich, bao gém cac cong cu phé bién nhu tim
ki€m theo tur dién, biéu thic chinh quy va dau van tay sé (digital fingerprints). Ngoai ra,
hé théng con hé trg cac tinh nang nang cao nhu tim kiém hinh anh tuong ty, truy cap cac
ban ghi am bang cdng nghé chuyén giong néi thanh van ban (speech-to-text) va phan
tich néi dung trong cac ban ghi video vé hoat déng clia ngudi dung.

Cong cu diéu tra chat lugng cao trong mét giai phap

Risk Monitor ghi lai &m thanh cac cudc trao déi ciia nhan vién va video vé cac hanh déng
clia ho. Gidi phap ghi nhat ky moi thao tac clia ngudi dung déi vdi tép va thu muc, dong
thai ki€ém tra nhat ky hé théng, thiét bi va phan mém. Hé théng cling giam sat cac hanh vi
vi pham thong qua cac kénh am thanh va video theo thdi gian thuc.

Kiém soat hiéu suat lam viéc ciia ngudi dung

SearchInform Risk Monitor tu dong danh gia hiéu qua lam viéc clia ngudgi dung trong cac
Ung dung va trén cac trang web. Chitc nang nay gilp tang cudng ky luat trong doanh
nghiép va phat hién cac van dé trong quy trinh kinh doanh.

D6 6n dinh cua hé théng da dugc kiém chirng du'éi tai cao

Searchinform dugc nhiéu doanh nghiép quy mé I6n trong cac nganh khac nhau tin tuéng,
chiing minh kha nang hoat déng 6n dinh ctia hé théng ngay ca trong diéu kién tai cao va
trong cac mai trudng CNTT da dang.

MGé réng tinh nang théng qua hé sinh thai san pham théng nhat

Searchinform cung cép bd gidi phap toan dién bao gém Risk Monitor, DLP, SIEM va
FileAuditor (giai phap DCAP). Tat ca cac hé théng dugc xay dung trén mét nén tang cong
nghé théng nhét, cho phép tich hgp lién mach va trién khai chi trong vai gid.

Ho trg da nén tang va truy cap tir moi thiét bi

Giao dién ngudi dung clia Searchinform Risk Monitor c6 thé dugc sit dung theo hai cach:
dudgi dang Ung dung may khach (client application) trén Windows hoac dugi dang phién
ban web.



Cung cap cac giai phap nhanh chéng va linh
hoat dé cau hinh canh bao va phan tich luéng
dir liéu ma khong can thué chuyén gia bén
th( ba. V&i san pham cua Searchinform, mot
chuyén gia cé thé giam sat hoat déng cla
hang nghin nhan vién.

Risk Monitor cung cap cd ché chan ndi dung
thdng minh trén tat ca cac kénh dugc kiém
soat nham dam bao ngudsi dung khéng thé
truyén tép hodc tin nhan chita néi dung mat.
Giao dién agent cling thdng bao cho ngudi
dung vé cac vi pham chinh sach vo y, gop
phan xay dung van hoa an toan thong tin
trong doanh nghiép.

Giai phap Searchinform bao vé di liéu dugc
truyén qua cac méi trudng 4o va cac cong cu
truy cap tu xa. Viéc giam sat dugc thuc hién

& cap clipboard, trong qua trinh két ndi thiét
bi luu trlt 4o, cling nhu & cap cac chic nang
phan mém cu thé (vi du: truyén tép qua menu
ng{ canh clia TeamViewer).

Kinh nghiém thyc tién véi han 4.000 doanh
nghiép thudc nhiéu linh vuc khac nhau cho
phép chudng téi nhanh chdng xay dung cac
bé chinh sach bdo mat riéng, phu hgp vdi cac
nhiém vu cu thé va dac thu hoat déng cla
tung khach hang.

Cac chuyén gia CNTT cua khach hang co6 thé
cai dat giadi phap Searchinform chi trong vai
gid. Qua trinh cai dat khong anh hudng dén
hoat déng cla cac hé théng thong tin ndi bd
cua doanh nghiép.

Cac cong cu kiém soat hoat déng truc tuyén
nhu ghi &m cac cudc trao ddi, ghi lai noi
dung man hinh theo thdi gian thuc, giam sat
thao tac ban phim, quay video qua webcam
va tao sa do ludng thong tin cing cac biéu
doé két ndi giup ghi lai cac su c6 bao mat
theo ting budc. Cong cu Task Manager va
cac cong cu tim kiém sy b ty dong gidp
nang cao hiéu qua lam viéc ctia ddi ngl an
toan thong tin.

Hé théng tu dong nhan dién khuon mat
ngudi dung va xac dinh liéu may tinh c6 dang
dudgc st dung bdi chu s& hitu hay khong. Risk
Monitor cling phat hién cac nd luc chup anh
man hinh may tinh bang dién thoai théng
minh va dé lai d4u vét sé thong qua cac
watermark dac biét dé xac dinh ngudn géc
cla su ¢6 ro ri dir liéu tiém an.

T&t ca cac thanh phan cla Risk Monitor co
thé dugc trién khai trén nén tang dam may
(d&m may cla Searchinform hoac bat ky dich
vy ddm may bén th ba nao) ma khdng anh
hudng dén chlc nang cla hé théng. Pay la
phuong thiic trién khai tiét kiém chi phi va
thai gian.

Giai phap Searchinform dugc tich hgp lién
mach va&i SIEM va FileAuditor, gilp nang cao
muc do an toan thong tin va nhan thic vé
rdi ro trong doanh nghiép, rit ngan thai gian
phan Ung déi véi su cb va cho phép diéu tra
toan dién cac hanh vi vi pham.



@ Searchinform Timelnformer

Daoi v&i mét s6 nhan vién, viéc cd mat tai nai lam viéc khéng dong nghia vdi viéc thuc hién ding
cac nhiém vy dudgc giao. Ludn cé nhiing trudng hgp thiéu trach nhiém nhu nghi hit thuéc hoac
uéng ca phé qua thudng xuyén, tro chuyén véi déng nghiép, danh thai gian trén mang xa hoi, di
lam mudn hodc vé sém.

HOAT DONG CUA NHOM

Timelnformer la gidi phap giam sat nhan vién gilp bao vé doanh nghiép khai tinh trang lam viéc kém
hiéu qua va cac tén théat tai chinh lién quan dén nhan su.

Timelnformer quét cac may tinh trong doanh nghiép va gitp ban xac dinh:

89 déng nhu di lam mudn, vé sém, nhan viéc ngoai trong thai gian lam
—  nghi hut thuéc hodc udng ca phé viéc dugc céng ty tra luong
gua thudng xuyén

— 1 Nhiing ngugi vi pham ky luat lao @ Nh{ng nhan vién lam viéc riéng hoac

Nhing nhan vién lang phi thdi thé kich déng dong nghiép chéng lai

(@I
ol
(@I

IE
|
p—

’ Nh{tng nhan vién khong hai long, c6

= gian khi tro chuyén, mua sam truc doanh nghiép, hodc nhitng ngudi bi
tuyén, chai game hoac tham gia kiét stic do khaoi lugng cong viéc nang
cac hoat ddng gay xao nhang khac né hodc do cong viéc nham chan

Timelnformer theo déi thdi gian lam viéc va thdi gian nhan rdi cia nhan vién, déng thai
thu thap di liéu vé cac phan mém ho st dung trong ngay. Heé théng ghi lai tat ca cac
trang web ma ho truy cap va phan loai ching theo cac nhom nhu trang hen ho, mua

sam truc tuyén, tin tlc, chuong trinh truyén hinh va cac nhém khac. Théng tin nay sau
d6 dugc st dung dé danh gia nang suat lam viéc thuc té clia nhan vién dua trén cac tiéu
chi dugc xac dinh trudc.

GIAM SAT THEO THOI GIAN THUC

Timelnformer co thé hoat déng khéng chi & ché dé nén ma con & nhiéu ché dé giam sat chi déng.
Chuang trinh két n&i vé&i man hinh may tinh va micro, cho phép quan sat hoat déng trén cac may tram
cla nhan vién theo thdi gian thuc.

Hé théng cé thé ghi lai cac cudce trao déi quan trong véi déi tac va khach hang, ghi nhan ca am thanh va
hoat dong trén man hinh theo thai gian thuc. Giai phap cling cho phép giam sét tryc ti€p dong thai téi
da 16 man hinh clia nhan vién.

Timelnformer gidm sat cac may tinh trong doanh nghiép va gitip ban xac dinh nhu cdu mua sam hodac
bao tri thém thiét bi phan cing.

Searchinform Timelnformer «eeeenenee.




--------------------------- Searchinform Timelnformer

HO TRO RA QUYET BINH QUAN LY

33 bao céo dugc cau hinh san trong Timelnformer gilp trién khai nhanh chong, cho phép phat hién
nhanh cac nhan vién lam viéc kém hiéu qua, ho trg t8i uu hda quy trinh lam viéc, t6 chdc déi ngl va
dam bao cac muc tiéu dugc thuc hién.

Timelnformer cung cép cac nhém béo céo sau:

= Béo cédo vé hoat dong clia ngudi dung trong cac Ung dung va trén cac trang web

= Béo cédo vé chuong trinh, bao gém lich sur cai dat va g& cai dat phan mém

= B&o cdo vé thiét bi, bao gdm thdng tin vé phan cling dugc cai dat trén may tinh va cac thay déi trong

cau hinh clia ching

Cac bao cao va thong bao c6 thé dugc tly chinh dé dang. Hé théng tu déng théng bao cho quan tri
vién khi phat hién vi pham chinh sach.

GIAO DIEN THAN THIEN VOI NGUOI DUNG

Giao dién web cho phép cac nha quan ly gidm sat nhan vién tU bat ky dau trén thé gidi. Quyén truy cap
vao bao cao va cac chiic nang quan tri dudc cau hinh theo vai tro va trach nhiém. Hé théng gui canh béo
ty déng qua email dé€ thdong bao cho quan tri vién vé bat ky hoat déng dang ngd nao ctia nhan vién.

Bdng chdm céng trén giao dién web

UU BIEM

= Dugc bao vé khoi viéc xda va dugc cdu hinh dé = Giao dién web cho phép truy cap két qua giam
canh bao khi c6 bat ky no luc xda di liéu nao sat tU bén ngoai van phong

= Gidm sat hoat dong clia ngudi dung ngay ca = Tich hgp védi cac san pham cla Searchinform,
khi ho lam viéc tU xa hodc dang di cong tac ho trg thuc hién cac cudc diéu tra ndi bd



¥ Searchinform

Managed Security Services

Dich vu MSS cta Searchinform dam bao bao vé lién tuc dir lieu nhay cam va gidp
nang cao hiéu qua hoat dong ctia doanh nghiép.

Managed Security Services

KHI SU DUNG DICH VU, KHACH HANG SE NHAN BUQC:

Ngan chan ro ri dit liéu /'\ B&o vé bi quyét cdng nghé va
h tai san tri tué

P Giam sat nang suét lam viéc cua

ﬂ@ﬂ nhan vién va phat hién cac dau (ﬁ%j] Giam thiéu rdi ro mat nhan su

A74 hiéu ludi biéng c6 hé théng chid chot

% Phat hién gian 1an trong doanh Piéu tra cac su ¢6 an ninh
© nghiép (hoa hong bét hap phap, thong tin

lam viéc ngoai gid cho bén khac)

CACH THUC HOAT BbONG

ninh thong

DUNG THU MIEN PHI 30 NGAY VOl DAY BU TINH NANG

Trong thdi gian dung th& mién phi, ban s& thuc hién danh gia hé théng cta t8 chic, xac dinh cac van
dé vé bao vé dir lieu, nhan dugc két qua thuyc té, nhan tu van tur chuyén gia vé viéc nang cao bado mat
doanh nghiép, va danh gia liéu MSS c6 dap Ung céac yéu cau cla ban hay khong.



Khach hang c6 dugc cai nhin day dd vé cac hoat dong thuc té trong t6 chiic théng qua cac bao cdo
toan dién dua trén di liéu.

External Devices

An employee connected personal USB flash drive to the corporate computer and attempted to copy large

full factual Info

05/06/2024 | John Smith | amount of data. The process was blocked, and data leakage was prevented. The investigation revealed that
the employee had tried to copy customer database and sell it later to a competitor.
Data Leakages
. Analysis of correspondance in corporate WhatsApp revealed a data leak incident. The employee discussed an
21/06/2024 | Omer Aydin | oncoming deal with representative of the market competitor, they communicated via IM. Lately the employee full factual Info
has shared a few commercial documents related to the deal with the competitor via WhatsApp.
Barabara Employee intended to breach data: he created an email draft in personal Google mailbox using corporate
01/07/2024 Davis laptop and attached confidential financial data and files (incl. phone bill). This would enable the insider to full factual Info
access the data outside of the corporate perimeter after some time without even sending the email.
Document Forgery
05/07/2024 Danielle Prgcurement department employeg forg(?s incoming commercial offers from suppliers with the help of graphic full factual Info
Murphy editor. He changes the sums mentioned in the offers. E—
Side companies
14/07/2024 Bhupesh The signs of document forgery were detected. The investigation revealed that the employee used to edit documents full factual Info
Ghoshal of third-party company, which turned out to be the competitor, and the employee was its co-founder. E—
Khalid Charter documents of some third-party company were found on the computer of one employee from the
20/07/2024 Mustafa finance department. The investigation revealed that the founder of this company is this employee’s wife. full factual Info
Evidence that this company is the regular supplier can be found in the link to documents section.
Job Search
29/07/2024 | Jamil Faridi There was found evidence that one employee is currently actively checking vacancies to apply for a job. The full factual Info
employee was receiving job-related emails at: - E—
Misuse of Corporate Resources
13/08/2024 Hasan An employee uses corporate laptop to play games. The online games use various types of unwanted cookies | ¢« « -/ o
Demir and show ads which may damage the company equipment. E—
Risk Group Employees
20/08/2024 Elif Kaya One employee from the sales department spends a few hours a week on gambling websites. full factual Info
Correspondence of one employee revealed she had heavy debts and a few people demanded debt
23/08/2024 | Jane Doe repayment from her. The employee works in the finance department, so the risks must be eliminated. full factual Info
Sabotage
Christopher A resigning employee attempted to harm the company by deleting some confidential data without the
02/09/2024 Turngr possibility of recovery. The employee’s attempt was successfully prevented. View detailed report to find out full factual Info

which data exactly the employee tried to delete.




KHA NANG HIEN TH| TOAN DIEN
MOI QUY TRINH KINH DOANH

Bdo cdo veé hiéu sudt lam viéc cta nguci dung

Winword 6.23% 4.56% Application frame host

Explorer 11.30%

Outlook 29.75% v

1.32% Acrobat

/" 0.99% Acad
Sl aERY ch

/\0.58% Shell experience
/\ 0.53% Chrome
0.48% Zoom

44.26% Excel

Cdc quy trinh dugc su’ dung nhiéu nhdt
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mua sam thiét bj

- N ~ , N L. 2 h/ > S h\A “n . h:

- Tiét kiém ngan sach Khong can phai: tra phi ban quyén phan mém va ho trg
tuyén dung hodc duy tri chuyén gia an
ninh théng tin

= K&t qua ma khdéng phat sinh chi phi = Hiéu qua tdc thi
nhan sy Phat hién nhanh cac 16 héng (két qua
Cung cép kha nang bao vé nang cao ma ban dau thudng xuét hién trong thai gian
khong can doi ngl chuyén gia ndi bo, dung thir mién phi 1thang).

khac phuc kho khan trong viéc tim kiém
nhan sy du trinh do trén thi truong.
m  Chuyén modn sau rong

Cac chuyén gia phan tich sir dung co sd tri
thirc dugc xay dung tu han 4.000 trucng
B&ingl chuyén gia phan tich cua ching hop khach hang, cau hinh giai phap bao
t6i khong cé méi quan hé ca nhan vdi vé phll hgp véi tiing nganh nghg.

nhan vién cla ban, gilp loai bd yéu té

thién vi trong qua trinh diéu tra.

= Tinh chuyén nghiép khach quan

Managed Security Services s



--------------------------- Searchlnform gidi phap tich hgp

Tich hgp Microsoft 365

° D

i phap Searchinform dugc
3p hoan toan va lién mach

Xu hudng chuyén sang st dung cac dich vu dam may dang gia tang. Khi cac ing dung va di liéu duoc
chuyén 1én dam may, vai théng tin va chiic nang co thé truy cap théng qua cac phién ban chay trén
trinh duyét, cac phuang phap bao vé endpoint truyén théng khong con du hiéu qua.

Microsoft 365 la mét trong nhing dich vu dam may phé bién nhéat. Searchinform da phat trién giai
phap bao vé chuyén biét cho Microsoft 365 nham bao vé dit liéu doanh nghiép cho khach hang.

= Viéc tich hgp dugc thuc hién théng qua = Cac gidi phap Searchinform cung cap
Graph API, cung cap cho khach hang quyén kha ndng bao vé trén toan b céc dich
truy cap day dud vao tat ca cac chiic nang vu Microsoft 365, bao gébm Word, Excel,
guan trong cua giai phap bao mat. PowerPoint, Outlook, Teams, SharePoint,

OneDrive, V.v.

@ CACH THUC HOAT BDONG

Thong qua tich hgp lién mach, cac tép va théng tin dugc chuyén téi cac dich vu Microsoft 365 (bao
gom Outlook) sé dudc Searchinform FileAuditor va Searchinform DLP phan tich va bao vé tryc tiép
trén may cha.

Céac ca ché bao vé chinh cho Microsoft 365 bao gom:

= MO0 hinh bdo vé khong can cai dat agent = M0itrudng bao vé théng nhéat cho dam may,
gilp bao vé hiéu qua trong moi trudng ranh Windows, macOS va Linux;

i6i doanh nghiép ngay cang ma nhat; N o i
9 ghiep Ngay cang ’ = HO trg quét cac tép trong SharePoint.

= SUdung phan tich dua trén ndi dung dé xac
dinh chinh xac ndi dung cua tai liéu;

= Phan tich cac nhan phan loai dugc gan
théng qua Microsoft Information Protection;
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TICH HOP FILEAUDITOR VOI MICROSOFT 365

7~ Y
Khi lam viéc v&i Microsoft 365, Hé thong truy cap tét ca céc Giai phéap quét cac khong
FileAuditor giam sat moi hoat khong gian lam viéc trong gian lam viéc nay va phan
ddéng clia ngudi dung trong Microsoft 365 ma ngudi loai cac tép dugc luu trr
pham vi hé théng doanh dung tuang tac. bang phan tich dya trén
nghiép. oA néi dung.

DPong thai, FileAuditor ty dong sap xép cac tép vao cac danh muc. Vi du, khi mot tép xuét hién
trong cudc tro chuyén Teams, gidi phap sé tao mot thu muc riéng ¢ tén “Microsoft Teams Chat
Files” dé luu trr.

Searchinform gidi phap tich hgp .

o T Em Em Em Em Em Em Em Em Em Em Em Em m Em S G Em Em Em M Em Gm R M R Em Em EE M M Em Gm EE M G Em Gm e e em e o Em Sm e

: FileAuditor phan tich tat ca cac tép va gan nhan dé

: nhay dua trén ndi dung tai liéu, loai thdng tin va muc
: dé nhay cdm. Biéu nay cho phép danh gia chinh xac
: muc d6 quan trong cua df liéu va thuc thi cac chinh
: sach bao mat phu hgp.

I

1

|

_______________________________________________________

Két qua quét Microsoft 365 bdng FileAuditor



--------------------------- Searchinform giai phap tich hgp

TICH HOP DLP VOI MICROSOFT 365 (o)

Viéc tich hgp Searchinform DLP vdi Microsoft 365 cung cap
cho ngudi dung quyén truy cap day da vao tat ca cac chuc
nang DLP tiéu chuan.

1 Giai phap kiém soat viéc truyén di liéu trén tat ca cac dich vu Microsoft 365.

Nguyén tac hoat déng dua trén viéc phan tich nglt canh va ndi dung cua tép dé

2 xac dinh loai dt liéu, mitc d6 bao mat va liéu dir liéu dé cé chiu sy dp dung cla cac
chinh sach bao mat cu thé hay khéng (viéc tich hap véi FileAuditor gitp tang dé
chinh xac va giam chi phi van hanh DLP).

Tat ca cac kha nang phan tich nang cao truyén théng va diéu tra s6 van dugc duy tri.

3 Chuyén gia an ninh thong tin nhan dugc thong tin chi tiét day du vé su kién, bao gom
tin nhan géc, cac tép dudc truyén (& dinh dang ban dau), cling nhu théng tin ngudi
gui va ngudi nhan.



B Searchinform SIEM

Cd sd ha tang CNTT clia doanh nghiép hién dai bao
gébm nhiéu hé théng quan trong: tudng Itra, hé diéu
hanh, may chd email, cg s& di liéu va cac thiét bi mang.

i+ SIEM SAN SANG SU DUNG

i CAC QUY TAC TUONG QUAN
PUQC TAO CHI TRONG 2 LAN

NHAP CHUOT Cac hé thong nay la muc tiéu chinh cla céc tac nhan tan

cbng, do doé cén cac bién phap bao mat chuyén biét.

Giam sat tu dong cac su kién an ninh

SearchInform SIEM la mét gidi phap toan dién cho viéc thu thap, phan tich su kién an ninh theo thai
gian thuc va phan Ung vdi cac su c8. Hé thdng téng hap di liéu tr nhiéu nguén, thuc hién phan tich
nang cao, tu déng ghi nhan cac su cé va canh bao cho nhan su dugc chi dinh.

Bdng diéu khién théng ké su kién

Searchinform SIEM phat hién:

Cac dot bung phat virus va cac trudng hgp
nhiém riéng lé

Cac nd luc truy cap trai phép

Tén cong do méat khiu bang brute-force

Cac tai khoan van hoat déng clia nhan vién da
nghi viéc

L&i cdu hinh phan cing

Vi pham nhiét d6 van hanh cho phép

Xoa dir liéu quan trong

S dung tai nguyén doanh nghiép ngoai

gic trai phép

Xba may do va snapshot

K&t n6i phan cing trai phép vao ha tang CNTT
Thay déi chinh sach Group Policy

Truy cap tu xa trai phép qua TeamViewer hodc
cac cong cu khac

Céc su kién bao mat quan trong clia hé théng

Su ¢6 va 16i clia hé théng thong tin
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------------------------- Searchinform SIEM

CAC QUY TAC TUONG QUAN BUGC
DINH NGHIA SAN

Sau khi cai dat, hé théng cung cap cho déi ngl an ninh théng tin hon 350 quy tac bao mat sén sang
st dung, kha nang tly chinh day dd va cac cong cu tao quy tac linh hoat (bao gém tuy chinh user
connector). Cac nhdm an ninh c6 thé chinh stfa cac quy tac ¢ san va tao quy tac tuy chinh, két hop
chliing mét cach hiéu qua dé nang cao muic dé bao mét.

Cac quy tac dugc dinh nghia san st dung cac thanh phan ha tang quan trong sau:

= Hé diéu hanh = Héquan tri cc s& dir liéu = Phan mém diét virus

, , . (DBMS) . e

= May chd email = Tudng IUa va thiét bi
= Héthéng DLP bao mat mang

= B diéu khién mién va may
tram = May cht tép = T4t ca cac thiét bi tuang

, s . N thich vdi syslog
= May chd va may tram Linux = MOGitrudng ao hoéa

Cac quy tac tuong quan chéo cé thé dudgc cau hinh dé phat hién cac su ¢ an ninh phtic tap bang cach
phan tich cac sy kién lién két tu nhiéu ngudn di liéu khac nhau.

Man hinh hién thi su' c6



Cac quy tac tuong quan dugc dinh nghia san trong Searchinform SIEM:

Giam sat may chu thu dién tu
Cac nd lyc truy cap hop thu trai phép
Thay d6i quyén s& hitu hop thu
Cép quyén truy cap hop thu trai phép

Bao mat bo diéu khién mién va may tram
Kich hoat/tao tai khodn tam thoi

Mot tai khodn hoat dong trén nhiéu thiét bj
cung luc

Tan cong do méat khdu brute-force va sur
dung méat khau da hét han

Bao vé mdi trudng ao hoa

31

Cac mau dang nhap/dang xuat VMware/
VWview dang ngd

Cac lan nhap mat khau sai lap lai

Searchinform SIEM .

Xda snapshot trai phép

Kiém soat truy cap tai nguyén

Truy cap trai phép vao cac tép quan trong

Gan quyén truy cap tam thgi cho
tép/thu muc

Cac mau truy cap tép bat thudng
tU nhiéu ngudi dung

CACH HE THONG HOAT BDONG

Thu thap su kién tur nhiéu nguon

1 phan mém va phan cling khac
nhau: thiét bi mang, phan mém
bén th( ba, cdng cu bao mat va
hé diéu hanh.

3 Ty déng thdng bao cho nhan
vién an ninh khi su c6 xay ra.

UU BIEM

Trién khai nhanh va cau hinh san (cé thé van

hanh trong mot ngay vdi két qua ngay lap tue).

Giao dién tryc quan va than thién véi nguaci
dung, khéng yéu cau ki nang lap trinh dé
tao cac quy tac tuong quan.

Yéu cau phén ciing théap, cap phép minh
bach va chi phi s& hiiu t6i uu.

2

Phan tich cac su kién va tao su cd theo
cac quy tac, phat hién méi de doa bang
cach xac dinh moi quan hé (tuong quan,
bao goém tuang quan chéo) gilta cac sy
kién va/hoac su co.

Chuan hda va chi tiét hda cac su c6 dé
phuc vu diéu tra thém: xac dinh loai su ¢
va nguon gac, va khi tich hgp vai Active
Directory sé xac dinh ngudi dung.

Phan tich dugc cdu hinh san bao gébm han
350 quy tac san dung dya trén kinh nghiém
tU nhiéu nganh khac nhau.

Diéu tra su co: phan tich cac vu viéc dya trén
m&t hodc nhiéu su co.

Viéc tich hgp vai Risk Monitor gilip tang cudng an ninh théng tin bang cach hd trg diéu tra su ¢6 toan

dién tur dau dén cudi véi day du bang chidng.



LIEN HE

CHAU MY LATINH

s.bertoni@searchinform.com

DONG NAM A

order@searchinform.com

KAZAKHSTAN

e.matushenok@searchinform.ru

THO NHT KY

salesturkiye@searchinform.com

BAC PH]

m.sayari@searchinform.com

NGA

info@searchinform.ru

TRUNG DONG VA BAC PHI

uae@searchinform.com

VIET NAM

vn@searchinform.com

Hay thU ngay va

truy cap cac tai
nguyén hu ich tai
vn.searchinform.com

KHACH HANG CUA CHUNG TOI

Abdul Latif Jameel &8
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